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The Risk of an Uncertain Security Strategy 
Study of Global IT Practitioners in SMB Organizations 

Ponemon Institute, November 2013 
 
Part 1. Introduction 
 
We are pleased to present the findings of The Risk of an Uncertain Security Strategy study 
conducted in the United States, United Kingdom, Germany and Asia-Pacific (Australia, India, 
China and Singapore). Sponsored by Sophos and conducted by Ponemon Institute, the purpose 
of the research is to understand how small and midsize (SMB) organizations are managing 
security risks and threats.  
 
The research indicates that many 
SMB organizations are uncertain 
about the state of their security 
strategy and the threats they face. 
Based on the findings of the study, we 
identified 7 serious consequences of 
uncertainty (shown in the box).  We 
also determined that the degree of 
uncertainty varies according to the 
organization’s country, headcount, 
industry and the position of the 
respondent.  
 
We surveyed more than 2,000 individuals with responsibility for managing the IT security function 
in their organizations. The majority of respondents have a very high or high level of involvement 
in the evaluation, selection and implementation of IT security products or services in their 
organizations. SMB organizations represented in this study employ from less than 100 to 5,000 
individuals 
 
Some of the top findings of this study are: 
 
 One-third of respondents admit they are not certain if a cyber attack has occurred in the past 

12 months. Because of this lack of knowledge about the frequency and magnitude of such 
attacks, actionable intelligence appears to be deficient. To remedy this deficiency, 
respondents say their company will be investing in big data analytics and network traffic 
intelligence over the next three years. 

 
 Respondents in more senior positions have the most uncertainty about the threats to their 

organizations. This indicates that the more removed the individual is from dealing on a daily 
basis with security threats, the less informed he or she is about the seriousness of the 
situation and the need to make it a priority. According to the findings, 58 percent of 
respondents say management does not see cyber attacks as a significant risk. 

 
 Respondents estimate that the cost of disruption to normal operations is much higher than 

the cost of damages or theft of IT assets and infrastructure. Unlike other Ponemon Institute 
studies where the theft of IP is the most expensive consequence of cyber crime,1 
respondents do not seem to be able to determine the cost of lost or stolen information assets. 

 
 Mobile devices and BYOD are much more of a security concern than the use of cloud 

applications and IT infrastructure services. However, these concerns are not preventing 
extensive use and adoption of mobile devices, especially personal ones. To deal with this 

                                                        
1 2013 Cost of Cyber Crime: United States, conducted by Ponemon Institute and sponsored by HP 
Enterprise Security, October 2013 

The 7 consequences of uncertainty risk 
  
1. Cyber attacks go undetected 
2. Data breach root causes are not determined 
3. Intelligence to stop exploits is not actionable 
4. Cybersecurity is not a priority 
5. Weak business case for investing in cyber security 
6. Mobility and BYOD security ambiguity 
7. Financial impact of cyber crime is unknown 
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risk, respondents indicate that their organizations will be investing in technologies such as 
web application firewalls for mobile apps and endpoint management to reduce BYOD risks.  

 
 Respondents in specific industries have more confidence in their security awareness and 

strategy. Uncertainty seems to be very low in financial services, which can be attributed to 
the numerous data protection regulations. The technology sector is also more security aware 
which is probably due to the IT expertise that exists in these organizations. 

 
 CISOs and senior management are rarely involved in decisions regarding IT security 

priorities. While 32 percent say the CIO is responsible for setting priorities, 31 percent say no 
one function is responsible.  
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Part 2. Key findings 
 
In this section, we discuss the key findings from this research. The complete audited findings are 
presented in the appendix of this report. We have organized the report according to the following 
themes: 
 
 Challenges to maintaining a strong security posture 
 Security threats and attacks experienced 
 Disruptive technology trends 
 Effectiveness of security technologies 
 The cost impact of damage or theft to IT assets and infrastructure 
 The uncertainty security index 
 
Challenges to maintaining a strong security posture 
 
Cyber security is often not a priority. Figure 1 reveals that 58 percent of respondents say that 
management does not see cyber attacks as a significant risk and 44 percent say a strong security 
posture is not a priority.  
 
Those two findings reveal the difficulty IT functions face in securing the necessary funding for 
skilled personnel and technologies. As evidence, 42 percent of respondents say their budget is 
not adequate for achieving an effective security posture.  
 
Figure 1. Challenges that prevent a fully effective IT security posture  
Two responses permitted 
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While an organization’s IT leaders often depend upon the need to comply with regulations and 
compliance to make their case for IT security funding, 51 percent of respondents say it does not 
lead to a stronger security posture as shown in Figure 2. More important is obtaining 
management’s support for making security a priority.  
 
Figure 2. Compliance with security standards does not lead to a stronger security posture 
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is almost tied (32 percent of respondents) with the response that no one is considered most 
responsible for determining IT security priorities (31 percent of respondents). Very few of the 
organization’s business and operations leaders are involved in making IT security decisions. This 
may also explain why cyber security does not receive the necessary attention and support. 
 
 Figure 3. Who determines IT security priorities? 
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Lack of in-house expertise hinders the achievement of a strong security posture. 
Organizations represented in this research face a lack of skilled and expert security professionals 
to manage risks and vulnerabilities. Only 26 percent of respondents say they have sufficient 
expertise, according to Figure 4. However, there are several respondents who are not sure (15 
percent). On average, three employees are fully dedicated to IT security.  
 
Figure 4. Does in-house expertise exist for achieving a strong IT security posture? 

 
Security threats and attacks experienced 
 
“Did our organization have a cyber attack? I don’t really know.” When asked if they were 
attacked in the past 12 months, 42 percent of respondents say they were (Figure 5). However, 33 
percent are unsure. This represents a significant number of respondents who cannot say with 
certainty that an attack was successfully launched against their organization.  
 
Figure 5. A cyber attack has occurred in the past 12 months  
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As noted above, one-third of respondents say they are unsure if an attack has occurred in the 
past 12 months. Of the 42 percent who say an attack occurred, most likely it was likely the result 
of phishing and social engineering, denial of service and botnets and advanced malware/zero day 
attacks. 
 
Figure 6. Type of cyber attack 
More than one response permitted 
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Figure 7. A loss or exposure of sensitive information has occurred in the past 12 months 
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More than half of respondents say their organization has had a data breach. The root cause most 
often cited is a third-party mistake or negligent employee or contractor as shown in Figure 8. 
However, 44 percent cannot identify the root cause.  
 
Figure 8. Root causes of the data breaches  
More than one response permitted 
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Figure 9. Level of cyber attacks during the past 12 months 
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Most organizations see cyber attacks as becoming more sophisticated. Fifty-six percent (20 
percent + 36 percent) say cyber attacks are more sophisticated and 45 percent (18 percent + 27 
percent) say they are becoming more severe. However, as shown in Figure 10, many 
respondents are uncertain about the characteristics of the cyber attacks against their 
organization. Specifically, 28 percent of respondents are uncertain if their organizations are being 
targeted, 25 percent are unsure if the attacks are more sophisticated and 23 percent do not know 
if these attacks are becoming more severe.  
 
Figure 10. Characteristics of cyber attacks 
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Figure 11. Exploits have evaded intrusion detection systems and anti-virus solutions 
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The research reveals there is often confusion as to what best describes advanced persistent 
threats (APT). When asked to select the one term that best fits their understanding, only one-third 
of respondents say they are recurrent low profile targeted attacks but the same percentage of 
respondents are not sure how to describe them, as revealed in Figure 12. As a result, there may 
be uncertainty as to what dedicated technologies are necessary for preventing them. 
 
Figure 12. What best describes an advanced persistent threat?  
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Figure 13. Use of cloud applications & IT infrastructure services over the next 12 months 
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The use of cloud applications and IT infrastructure is not believed to reduce security 
effectiveness. As shown in Figure 14, 45 percent of respondents say the cloud is not considered 
to have an affect on security posture. Only 12 percent say it would actually diminish security 
posture. However 25 percent of respondents say they cannot determine if the organization’s 
security effectiveness would be affected.  
 
Figure 14. How cloud applications and/or IT infrastructure services affect security posture 
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Figure 15. Percent of mobile devices accessing business-critical applications 
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While respondents do not seem to be worried about cloud security, mobile device security is a 
concern. According to Figure 16, 50 percent of respondents say such use diminishes an 
organization’s security posture. However, 58 percent say security concerns are not stopping the 
adoption of tablets and smart phones within their organization.  
 
Figure 16. How mobile devices affect security posture 
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However, Figure 18 reveals that BYOD is a concern for respondents. While 32 percent say there 
is no affect on security posture, 45 percent of respondents believe BYOD diminishes an 
organization’s security effectiveness.  
 
Figure 18. How BYOD affects security posture  
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Figure 19. Security technologies currently used detect and block most cyber attacks 
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(19 percent increase), anti-virus and next generation firewalls (both15 percent increase) and 
network traffic intelligence and unified threat management (both 14 percent increase). The 
percentage of respondents who say the use of IDS and SIEM technologies decreases slightly ( 6 
percent) over the next three years. 
 
Figure 20. Important security technologies to detect or block cyber attacks  
Essential and very important response combined 
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The cost impact of disruptions and damages to IT assets and infrastructure 
 
Damage or theft to IT assets and infrastructure are costly. 
 
Figure 21 illustrates the cost ranges selected by respondents to estimate two separate cost 
categories: (1) the cost of damage or theft to IT assets and infrastructure and (2) the cost of 
disruption to normal operations.  As can be seen, the estimated cost of disruption exceeds the 
cost of damages or theft of IT assets and infrastructure. 
 
Figure 21. Estimated costs ranges relating to business disruptions and damages to IT 
assets 

 
 
Using an extrapolation, we compute an average cost of $670,914 relating to incidents to their IT 
assets and infrastructure over the past 12 months (as shown in Figure 22).  Disruption costs are 
much higher, with an extrapolated average of $937,197.  
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Figure 23 reports the above-mentioned costs according to organizational size as measured by 
full-time equivalent headcount.  These data appear to show a proportional relationship. 
 
Figure 23. Cost of damages to IT assets and disruption to operations by headcount 
$000 omitted 

 
 
Figure 24 shows the above-mentioned cost categories adjusted by employee headcount, thus 
resulting in a per capita metric.  Here we see an inverse pattern between costs and organizational 
size.  That is, smaller-sized companies appear to experience a higher cost per employee than 
larger-sized companies.  
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Figure 25 reports the two estimated cost categories for 16 industry sectors. Here we see very 
significant variation according to industry.  Specifically, companies in financial services, health & 
pharmaceuticals and technology & software appear to have the highest estimated costs for both 
damages to IT assets and disruptions to normal operations. The inverse appears to be true for 
companies in entertainment & media, agriculture & food services and professional services.  
 
Figure 25. Cost of damages to IT assets and disruption to operations by industry 
$000 omitted 
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The uncertainty security index 
 
The study reveals that in many instances IT and IT security practitioners participating in this 
research are uncertain about their organization’s security strategy and the threats they face. 
Specifically, among participants there is a high degree of uncertainty about the following issues: 
 
 Did their organization have a cyber attack during the past year? 
 Did their organization have a data breach? If so, did it involve the loss or exposure of 

sensitive information? 
 Are the root causes of these data breaches known? 
 Are the cyber attacks against their organization increasing or decreasing? 
 Have exploits and malware evaded their intrusion detection systems and anti-virus solutions? 
 Do they understand the nature of advanced persistent threats (APTs)? 
 Is the use of BYOD to access business critical applications increasing and does it affect their 

organization’s security posture? 
 Is the use of cloud applications and/or IT infrastructure services increasing and does it affect 

the security posture 
 
Uncertainty about how these issues affect an organization’s security posture could lead to making 
sub-optimal decisions about a security strategy. It also makes it difficult to communicate the 
business case for investing in the necessary expertise and technologies. Based on the responses 
to 12 survey questions, we were able to create an “uncertainty index” or score that measures 
where the highest uncertainty exists. The index ranges from 10 (greatest uncertainty) to 1 (no 
uncertainty). 
 
U.S. organizations have the highest uncertainty index. This is based on the aggregated 
results of respondents in the following countries and regions: US, UK, Germany and Asia-Pacific. 
With an uncertainty score of 3.8, organizations in Germany seem to have the best understanding 
of their security risks. 
 
Figure 26. Country-level uncertainty 
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Smaller organizations have the most uncertainty. As shown in Figure 27, those organizations 
with a headcount of less than 100 have the most uncertainty. This is probably due to the lack of 
in-house expertise. As organizational size increases, the uncertainty index becomes more 
favorable. 
 
Figure 27. Organizational size uncertainty 
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Figure 28. Position level uncertainty 
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Retailing, education & research and entertainment have the highest uncertainty. The level 
of uncertainty drops significantly for organizations in the financial services and technology 
sectors. The high degree of certainty in the financial sector can be attributed to the need to 
comply with data security regulations.  
 
Figure 29. Industry uncertainty 
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Part 3. Methods 
 
A random sampling frame of 61,688 IT and IT security practitioners located in the United States, 
United Kingdom, Germany and Asia-Pacific were selected as participants to this survey. As 
shown in Table 1, 2,332 respondents completed the survey. Screening and failed reliability 
checks removed 260 surveys. The final sample was 2,072 surveys (or a 3.4 percent response 
rate).  
 

Table 1. Sample response Freq. Pct% 

Total sampling frame 61,688 100.0% 

Total returns 2,332 3.8% 

Rejected and screened surveys 260 0.4% 

Final sample 2,072 3.4% 

 
Pie Chart 1 reports the industry segments of respondents’ organizations. This chart identifies 
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retail (12 percent). 
 
Pie Chart 1. Industry distribution of respondents’ organizations 
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Pie Chart 2 reports the respondent’s organizational level within participating organizations. By 
design, 61 percent of respondents are at or above the supervisory levels.  
 
Pie Chart 2. What organizational level best describes your current position? 

 
 
According to Figure 30, 61 percent of respondents report directly to the Chief Information Officer 
and 24 percent report to the business unit leader. 
 
Figure 30. The primary leaders you report to in your current role  
More than one response permitted 
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Part 4. Caveats 

There are inherent limitations to survey research that need to be carefully considered before 
drawing inferences from findings. The following items are specific limitations that are germane to 
most web-based surveys. 

Non-response bias: The current findings are based on a sample of survey returns. We sent 
surveys to a representative sample of individuals, resulting in a large number of usable returned 
responses. Despite non-response tests, it is always possible that individuals who did not 
participate are substantially different in terms of underlying beliefs from those who completed the 
instrument.  
 
Sampling-frame bias: The accuracy is based on contact information and the degree to which the 
list is representative of individuals who are IT or IT security practitioners.  We also acknowledge 
that the results may be biased by external events such as media coverage. We also acknowledge 
bias caused by compensating subjects to complete this research within a holdout period.  
 
Self-reported results: The quality of survey research is based on the integrity of confidential 
responses received from subjects. While certain checks and balances can be incorporated into 
the survey process, there is always the possibility that a subject did not provide a truthful 
response.  
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Appendix: Detailed Survey Results 
 
The following tables provide the frequency or percentage frequency of responses to all survey 
questions contained in this study. All survey responses were captured in August 2013 
 
Survey response Combined 
Total sampling frame  61,688  
Total returns  2,332  
Rejected and screened surveys  260  
Final sample  2,072  
Response rate 3.4% 
Sample segment weights 100% 
  
S1. What range best describes the full-time employee headcount of your organization? Combined 
5 to 100 7% 
101 to 1,000 43% 
1,001 to 2,500 40% 
2,501 to 5,000 10% 
Total 100% 
  
S2. What best describes your role in managing the IT security function or activities 
within your organization? Check all that apply. Combined 
Setting IT security priorities 63% 
Managing IT security budgets 70% 
Selecting vendors and contractors 76% 
Determining IT security strategy 61% 
Evaluating program performance 50% 
  
S3. How do you rate your level of involvement in the evaluation, selection, and/or 
implementation of IT security products or services in your organization? Combined 
Very high level of involvement 50% 
High level of involvement 23% 
Moderate level of involvement 26% 
Total 100% 
  
Part 1: Your organization’s security posture  
Q1. How would you describe your organization’s IT security posture (in terms of its 
effectiveness at mitigating risks, vulnerabilities and attacks across the enterprise)? Combined 
1 to 2 (low) 8% 
3 to 4 12% 
5 to 6 25% 
7 to 8 28% 
9 to 10 (high) 28% 
Total 100% 
Average  6.63  
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Q2. What challenges keep your organization’s IT security posture from being fully 
effective? Top two. Combined 
Insufficient budget (money) 42% 
Insufficient personnel 8% 
Lack of in-house expertise 33% 
Lack of clear leadership 6% 
No understanding how to protect against cyber attacks 5% 
Management does not see cyber attacks as a significant risk 58% 
Lack of collaboration with other functions 5% 
Not a priority issue 44% 
Total 200% 
  
  
Q3. What types of information are you most concerned about protecting from cyber 
attacks?  Please choose only two. Combined 
Credit card or financial data 70% 
Intellectual property 33% 
Customer personal information 72% 
Employee personal data 25% 
Total 200% 
  
Q4. Who determines IT security priorities in your organization? Please choose only one 
function. Combined 
Business owners/board 8% 
Chief executive 5% 
Head of operations 13% 
Chief information officer (CIO) 32% 
Chief information security officer (CISO) 11% 
No one function determines IT security priorities 31% 
Total 100% 
  
Q5. Is your organization’s budget adequate for achieving a strong IT security posture? Combined 
Yes 44% 
No 46% 
Unsure 10% 
Total 100% 
  
Q6. Does your organization have the in-house expertise necessary for achieving a 
strong IT security posture? Combined 
Yes 26% 
No 59% 
Unsure 15% 
Total 100% 
  
Q7.  How many employees in your organization are fully dedicated to IT security? Combined 
None 12% 
1 to 2 50% 
3 to 4 28% 
5 to 10 6% 
11 to 20 3% 
More than 20 2% 
Total 100% 
Average  2.91  
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Q8. Please rate the following statement: Compliance with leading security standards 
such as PCI DSS, ISO 27001, SOC 2/3, COBIT and others does not lead to a stronger 
security posture.  Combined 
Strongly agree 19% 
Agree 32% 
Unsure 20% 
Disagree 18% 
Strongly disagree 11% 
Total 100% 
  
Part 2: Security threats  
Q9a. Has your organization experienced a cyber attack in the past 12 months? Combined 
Yes 42% 
No 26% 
Unsure 33% 
Total 100% 
  
  
Q9b. If yes, what best describes the type of attacks experienced by your organization? 
Please select all that apply. Combined 
Advanced malware / zero day attacks 43% 
Phishing and social engineering 55% 
Application-level attacks (SQL injection, remote file inclusion) 16% 
Denial of service and botnets 46% 
Compromised devices 31% 
Malicious insider 25% 
Traditional viruses and malware 33% 
Web-based attack 12% 
Total 260% 
  
Q10a. Has your organization experienced an incident involving the loss or exposure of 
sensitive information (a.k.a. data breach) in the past 12 months? Combined 
Yes 51% 
No 32% 
Unsure 16% 
Total 100% 
  
Q10b. If yes, what were the root causes of the data breaches experienced by your 
organization? Please select that apply. Combined 
Malicious or criminal attack 22% 
Negligent employee or contractor 47% 
Errors in system or operating process 32% 
Third party mistakes 51% 
Other 4% 
Don’t know 44% 
Total 200% 
  
Q11.  Within your organization, did cyber attacks increase, decrease or stay at about 
the same level over the past 12 months? Combined 
Cyber attacks seem to be increasing 34% 
Cyber attacks seem to be decreasing 6% 
Cyber attacks have stayed at about the same level 42% 
Unable to determine 18% 
Total 100% 
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Q12a. Has your organization ever experienced situations when exploits and malware 
have evaded your intrusion detection system? Combined 
Yes 52% 
No 29% 
Unsure 19% 
Total 100% 
  
Q12b. Has your organization ever experienced situations when exploits and malware 
have evaded your anti-virus solutions? Combined 
Yes 51% 
No 33% 
Unsure 16% 
Total 100% 
  
  
Q13. Please select the one term that best fits your understanding of advanced 
persistent threats (APT) Combined 
Nation-state attackers 8% 
Hacktivism 11% 
Recurrent low profile targeted attacks 33% 
Attackers using advanced and zero-day technologies 16% 
Not sure 33% 
Total 100% 
  
Q14a. Cyber attacks experienced by my organization are becoming more targeted. Combined 
Strongly agree 13% 
Agree 30% 
Unsure 28% 
Disagree 15% 
Strongly disagree 14% 
Total 100% 
  
Q14b. Cyber attacks experienced by my organization are becoming more 
sophisticated. Combined 
Strongly agree 20% 
Agree 36% 
Unsure 25% 
Disagree 13% 
Strongly disagree 6% 
Total 100% 
  
Q14c. Cyber attacks experienced by my organization are becoming more severe in 
terms of negative consequences (such as financial impact). Combined 
Strongly agree 18% 
Agree 27% 
Unsure 23% 
Disagree 20% 
Strongly disagree 12% 
Total 100% 
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Part 3. Disruptive technology trends  
Q15. What percent of your organization’s total IT needs are fulfilled by cloud 
applications and/or infrastructure services? Combined 
Zero 3% 
Less than 10% 13% 
11 to 25% 26% 
26 to 50% 26% 
51 to 75% 20% 
76 to 100% 12% 
Total 100% 
Average 39% 
  
Q16. Over the next 12 months, will your organization’s use of cloud applications and/or 
IT infrastructure services increase, decrease or stay at about the same level? Combined 
Increase 40% 
Decrease 7% 
Stay the same 37% 
Cannot determine 17% 
Total 100% 
  
Q17. In your opinion, how does the use of cloud applications and/or IT infrastructure 
services affect your organization’s security posture? Combined 
Improves security posture 18% 
Diminishes security posture 12% 
No affect on security posture 45% 
Cannot determine 25% 
Total 100% 
  
Q18. In your opinion, do you view security concerns as a significant impediment to 
cloud adoption within your organization? Combined 
Yes 28% 
No 72% 
Total 100% 
  
Q19. Does your organization use (or plan to use) cloud-based IT security products 
and/or services in the next 12 months? Combined 
Yes, we presently do 27% 
Yes, we plan to do so 35% 
No 38% 
Total 100% 
  
Q20. What percent of your organization’s business-critical applications are accessed 
from mobile devices such as smart phones, tablets and others? Combined 
Zero 0% 
Less than 10% 8% 
11 to 25% 20% 
26 to 50% 23% 
51 to 75% 40% 
76 to 100% 9% 
Total 100% 
Average 46% 
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Q21. Over the next 12 months, will your employees’ use of mobile devices to access 
business-critical applications and IT infrastructure increase, decrease or stay at about 
the same level? Combined 
Increase 69% 
Decrease 6% 
Stay the same 20% 
Cannot determine 6% 
Total 100% 
  
Q22. In your opinion, how does the use of mobile devices such as tablets and smart 
phones to access business-critical applications and IT infrastructure affect your 
organization’s security posture? Combined 
Improves security posture 5% 
Diminishes security posture 50% 
No affect on security posture 35% 
Cannot determine 10% 
Total 100% 
  
Q23. In your opinion, do you view security concerns as a significant impediment to the 
adoption of tablets and smart phones within your organization? Combined 
Yes 42% 
No 58% 
Total 100% 
  
Q24. What percent of mobile devices used to access business-critical applications are 
employee-owned (a.k.a. BYOD)? Combined 
Zero 21% 
Less than 10% 13% 
11 to 25% 33% 
36 to 50% 18% 
51 to 75% 9% 
76 to 100% 7% 
Total 100% 
Average 26% 
  
Q25. Over the next 12 months, will the use of employee-owned mobile devices or 
BYOD to access business-critical applications and IT infrastructure increase, decrease 
or stay at about the same level? Combined 
Increase 36% 
Decrease 15% 
Stay the same 34% 
Cannot determine 15% 
Total 100% 
  
Q26. In your opinion, how does the use of employee-owned mobile devices to access 
business-critical applications and IT infrastructure affect your organization’s security 
posture? Combined 
Improves security posture 5% 
Diminishes security posture 45% 
No affect on security posture 32% 
Cannot determine 18% 
Total 100% 



 

Sponsored by Sophos 
Ponemon Institute© White Paper 

Page 30 

 
  
Q27. In your opinion, do you view security concerns as a significant impediment to the 
adoption of BYOD within your organization? Combined 
Yes 29% 
No 71% 
Total 100% 
  
Part 4. Security technologies  
Q28. Do the security technologies currently used by your organization detect and block 
most cyber attacks? Combined 
Yes 54% 
No 23% 
Unsure 23% 
Total 100% 
  
Q29a.  How important are each of the following security technologies to detect or block 
cyber attacks today?  Percentage essential and very important response Combined 
Anti-virus 74% 
Automated patch management systems 35% 
Big data analytics 14% 
Data loss prevention (DLP) 29% 
Encryption technologies 55% 
Endpoint management 59% 
Client firewalls 73% 
Identity & access management 47% 
Intrusion detection and prevention 50% 
Network traffic intelligence 36% 
Next generation firewalls (NGFW) 39% 
Secure web gateways 49% 
Security incident & event management (SIEM) 40% 
Unified threat management (UTM) 23% 
Web application firewalls 22% 
  
Q29b.  How important will each of these technologies be to helping detect or block 
cyber attacks over the next three years? Essential and very important response Combined 
Anti-virus 89% 
Automated patch management systems 34% 
Big data analytics 42% 
Data loss prevention (DLP) 37% 
Encryption technologies 64% 
Endpoint management 78% 
Client firewalls 81% 
Identity & access management 58% 
Intrusion detection and prevention 44% 
Network traffic intelligence 50% 
Next generation firewalls (NGFW) 54% 
Secure web gateways 54% 
Security incident & event management (SIEM) 34% 
Unified threat management (UTM) 37% 
Web application firewalls 43% 
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Q30.  In your opinion, what are the most vulnerable endpoints or entry points to your 
organization’s networks and enterprise systems? Top two. Combined 
Desktops 13% 
Laptops 36% 
Tablets 19% 
Smart phones 44% 
Web server 12% 
Intranet server 46% 
Routers 4% 
Portable storage devices (including USBs) 12% 
Cloud systems 14% 
Total 200% 
   
Q31. Do you feel your organization is protected from phishing attacks? Combined 
Yes 26% 
No 51% 
Unsure 23% 
Total 100% 
  
 Part 5. Cost estimation  
Q32a. Approximately, how much did damage or theft of IT assets and infrastructure 
cost you organization over the past 12 months? Skip if your organization did not 
experience a compromise over the past 12 months. Combined 
Less than $5,000 2% 
$5,001 to $10,000 4% 
$10,001 to $50,000 11% 
$50,001 to $100,000 13% 
$100,001 to $250,000 17% 
$250,001 to $500,000 12% 
$500,001 to $999,999 8% 
$1 million to $5 million 3% 
$5 million to $10 million 2% 
More than $10 million 1% 
Not sure 29% 
Total 100% 
Average (US$)  670,914  
  
Q32b. Approximately, how much did disruption to normal operations cost your 
organization over the past 12 months? Skip if your organization did not experience a 
compromise over the past 12 months. Combined 
Less than $5,000 2% 
$5,001 to $10,000 7% 
$10,001 to $50,000 11% 
$50,001 to $100,000 9% 
$100,001 to $250,000 11% 
$250,001 to $500,000 10% 
$500,001 to $999,999 15% 
$1 million to $5 million 11% 
$5 million to $10 million 1% 
More than $10 million 1% 
Not sure 22% 
Total 100% 
Average (US$)  937,197  
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Part 6. Role & Organizational Characteristics  
D1. What best describes your position level within the organization? Combined 
Business owner 4% 
C-level executive/VP 5% 
Director 16% 
Manager 20% 
Supervisor 16% 
Staff/technician 34% 
Administrative 2% 
Consultant/contractor 2% 
Total 100% 
  
D2. Which of the following leaders do you report to in your current role? Please select 
no more than two choices. Combined 
Business owner/board 8% 
CEO/executive committee 5% 
COO or head of operations 10% 
CFO, controller or head of finance 16% 
CIO or head of corporate IT 61% 
Business unit leader or general manager 24% 
Head of compliance or internal audit 5% 
Head of risk management 4% 
Head of IT security 10% 
Other 2% 
Total 146% 
  
D3.  What best describes your organization’s primary industry classification? Combined 
Agriculture & food services 2% 
Communications 3% 
Consumer goods 7% 
Defense 1% 
Education & research 3% 
Energy 4% 
Entertainment & media 5% 
Financial services 15% 
Health & pharmaceuticals 9% 
Industrial 8% 
Manufacturing 6% 
Professional services 3% 
Retailing 12% 
Services 12% 
Technology & software 6% 
Transportation 3% 
Other 2% 
Total 100% 
  

. 
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Advancing Responsible Information Management 

 
Ponemon Institute is dedicated to independent research and education that advances responsible 
information and privacy management practices within business and government.  Our mission is to conduct 
high quality, empirical studies on critical issues affecting the management and security of sensitive 
information about people and organizations. 

As a member of the Council of American Survey Research Organizations (CASRO), we uphold strict 
data confidentiality, privacy and ethical research standards.  We do not collect any personally identifiable 
information from individuals (or company identifiable information in our business research). Furthermore, we 
have strict quality standards to ensure that subjects are not asked extraneous, irrelevant or improper 
questions. 
 
 
 
 
 


